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Privacy Statement on personal data protection for the EMCDDA on Humhub
[bookmark: _GoBack]Any data collected or information furnished in the framework of HumHub will be processed in accordance with ‘Regulation (EC) No 2018/1725. This Regulation concerns the protection of individuals with regard to personal data provided to the Community institutions and bodies and on the free movement of such data. In compliance with Articles 11 and 12 of the Regulation, the EMCDDA provides all staff members with the following information:
The Controller ([1]) of the data collected within HumHub is Ms Rosemary Martin De Sousa, the Head of Unit Communication. In order to contact the controller, please do it in writing to the following e-mail address:  rosemary.de.sousa[at]emcdda.europa.eu. Any data collected or information furnished in the framework of HumHub will be processed in accordance with ‘Regulation (EU) 2018/1725. This Regulation concerns the protection of individuals with regard to personal data provided to the Community institutions and bodies and on the free movement of such data. In compliance with Articles 11 and 12 of the Regulation, the EMCDDA provides all staff members with the following information:
The purpose of the processing is the functioning of the HumHub platform for Intranets and Extranets, internally among EMCDDA staff, and with external partners and stakeholders.
Who has access to your information and to whom is it disclosed?
The recipients of the data are: All EMCDDA and system users.
How do we protect and safeguard your information?
The data collected is stored in electronic format on designated EMCDDA equipment. Users have to be actively registered by the EMCDDA as users (no self-registration or ad-hoc user creation by team members). User access is limited to the EMCDDA network or (from 1 June 2021) with two-factor authentication.
Access rights are defined by each team for documents of a specific process
A penetration test was contracted and carried out to ensure security and provide guidance on system hardening.
How can you verify, modify or delete your information?
Regulation (EU) 2018/1725 safeguards your right to access your data and to require the Controller to rectify without delay any inaccurate or incomplete personal data. You also have the right to require the Controller to erase data if the processing is unlawful. For this, you need to contact the Controller in writing. The Controller shall deal with your request for rectification of data within one month from the introduction of the request. As far as requests for blocking and erasure, the Controller disposes of one calendar month to give follow up to the request from the moment of its reception. Furthermore, you are free to address the DPO or the European Data Protection Supervisor at any time.
What personal information do we collect and for what purpose?
The purpose of the processing is the functioning of the HumHub platform for Intranets and Extranets, internally among EMCDDA staff, and with external partners and stakeholders.
Categories of persons: EMCDDA staff, and registered Extranet users
The categories of personal data dealt with during any call for this EMCDDA record are the following:
1.         Accessible by authenticated users
· Surname
· Given name
· and (voluntary data provided by the user) - a profile picture
2.         Possibly accessible by authenticated users
· voluntary data provided by the user, like gender, street, city, country, birthday, phone numbers, Country, identities on social networks. Visibility/availability of these fields is configurable by each user for his or her own data, and both the data as the visibility can be changed at any moment.
3.         Other data that may be accessible by authenticated users
· There could be additional photos exchanged that include people
4.         Accessible by system administrators
· Email address (as needed for notifications or login)
· IP address (automatically collected)
What is the legal basis?
(a2) not specifically mentioned in primary or secondary EU legislation, but required for operational reasons. The processing of personal data is necessary for the performance of tasks carried out in the public interest on the basis of the Treaty on the functioning of the European Union. The legal basis for the processing of personal data is provided by the following:
· The Staff regulations of officials of the European Union and the Conditions of employment of other servants of the European Union as laid down by Council Regulation (EEC, EURATOM, ECSC) No. 259/68.
· The Council Regulation (EEC) 1920/2006 of 12 December 2006, on the European Monitoring Centre for Drugs and Drug Addiction (recast).
How long do we keep your data?
Electronic data will be stored in the EMCDDA’s files as follows:
· Basic user account information is kept for the duration of the user’s rights to access the system; He/she can decide to delete everything beyond that. Username may be kept beyond for associated information that users created or commented on as long as the system exists
· IP addresses are kept in log files and log data for technical support only and for matters of access statistics,
Recourse
You have the right to recourse via the European Data Protection Supervisor (edps@edps.europa.eu) if you consider that your rights under Regulation (EU) 2018/1725 have been infringed as a result of the processing of your personal data by the EMCDDA.
You may also contact the EMCDDA's DPO Mr. Ignacio Vazquez Molini in case of any difficulties or for any questions relating to the processing of your personal data at the following e-mail address: dpo@emcdda.europa.eu

([1])Regulation (EU) No 2018/1725  defines the controller as follows: ‘[…] controller shall mean the Community institution or body, the Directorate-General, the unit or any other organisational entity which alone or jointly with others determines the purpose and means of the processing of personal data […]’.
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