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Privacy Statement on ‘Galp Frota’ cards and the creation of individual Web based accounts to enjoy of fuel tax exemption

Any data collected or information provided by staff members in the framework of the ‘Galp Frota’ cards and the creation of individual Web based accounts to enjoy of fuel tax exemption will be processed in accordance with Regulation (EU) 2018/1725’. This Regulation concerns the protection of natural persons with regard to the processing of personal data provided to the European Union institutions and bodies and on the free movement of such data. In compliance with Articles 15 and 16 of the Regulation, the EMCDDA provides all the concerned persons with the following information:

The Controller [1]  of the data is the Head of the Administration. In order to contact the Controller please do it in writing to the following e-mail address: EMCDDA-HR@emcdda.europa.eu.
The purpose of the processing is to facilitate and centralising the issuing of a petrol credit card to staff and the creation of individual accounts to allow the EMCDDA staff to purchase tax free petrol in Portugal .
Who has access to your information and to whom is it disclosed?

The recipients of the data are: The EMCDDA HRMS, the Controller, the Galp Frota staff.
Transfer of data to third parties

In the management of the ‘Galp Frota’ cards and the creation of individual Web based accounts to enjoy of fuel tax exemption, there is no transfer of data to third parties.

How do we protect and safeguard your information in house?

The data collected in the framework of the ‘Galp Frota’ cards can only be accessed by designated EMCDDA staff working for the Human Resources Management Sector, and by the Controller. The data is stored on paper files in the Human Resources Management Sector’s offices in locked cabinets. Any electronic data will be stored in folders accessible exclusively by Human Resources staff.
How can you verify, modify or delete your information?

Regulation (EU) 2018/1725 safeguards your right to access your data and to require the Controller [1]   to rectify without delay any inaccurate or incomplete personal data. You also have the right to require the Controller to erase data if the processing is unlawful. For this, you need to contact the EMCDDA’s Human Resources Management Sector in writing to: EMCDDA-HR@emcdda.europa.eu
The Controller shall deal with your request for rectification of data within one month from the introduction of the request. As far as requests for blocking and erasure, the Controller disposes of three calendar months to give follow up to the request from the moment of its reception. Furthermore, you are free to address to the European Data Protection Supervisor at any time.
What personal information do we collect?

Name, private address, ID card number, special series car plate number, Galp card number and the staff member’s bank account number.
Legal basis for the processing of data

The processing of data falls within ‘Protocolo celebrado entre o Governo da República Portuguesa e o Observatório Europeu da Droga e da Toxicodependência respeitante ao seu funcionamento em Portugal e à instalação da sua sede em Lisboa’, (published in Diário da República, I Série-A no. 124 of 29-5-1998).
How long do we keep your data?

The data is kept for five years after the issuing of the invoice.

Recourse
You have the right to recourse via the European Data Protection Supervisor if you consider that your rights under Regulation (EU) 2018/1725 have been infringed as a result of the processing of your personal data by the EMCDDA. For this please use the following e-mail: edps@edps.europa.eu
You may also contact the EMCDDA's DPO in case of any difficulties or for any questions relating to the processing of your personal data at the following e-mail address: dpo@emcdda.europa.eu
