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Privacy Statement on personal data protection for the selection and appointment of confidential counsellors in the framework of the EMCDDA’s policy on building and sustaining a working culture based on dignity and respect
Any data collected or information provided by applicants during a selection procedure for appointment of confidential counsellors at the EMCDDA will be processed in accordance with ‘Regulation (EU) 2018/1725’. This Regulation concerns the protection of natural persons with regard to the processing of personal data provided to the European Union institutions and bodies and on the free movement of such data. In compliance with Articles 15 and 16 of the Regulation, the EMCDDA provides all applicants with the following information:
The Controller
 of the data is the Head of the Administration. In order to contact the controller please do it in writing to the following e-mail address: EMCDDA-HR@emcdda.europa.eu.

The purpose of the processing is exclusively within the selection procedure for appointment of confidential counsellors at the EMCDDA.
Who has access to your information and to whom is it disclosed?
The recipients of the data are: the appointing authority, in the capacity of ultimate responsible for human resources matters, the Human Resources designated staff dealing with the selection and appointment of confidential counsellors, the members of the selection board appointed by the Director and any of the supervisory instances of the EMCDDA (i.e. European Court of Auditors, Internal Audit Service, and in case of controversy, the Civil Service Tribunal, the staff of the Ombudsman, the staff of the EMCDDA legal service, etc.).
All recipients of the data are reminded of their obligation not to use the data received for any further/other purpose than the one for which they were transmitted.
How do we protect and safeguard your information?

The data collected during the EMCDDA’s selection procedures and appointment of confidential counsellors can only be accessed by designated EMCDDA staff working for the Human Resources Management Sector and by the members of the selection committee appointed by the EMCDDA’s appointing authority for the concerned selection procedure. The data is stored on paper files in the Human Resources Management Sector’s offices in locked cabinets. Any electronic data will be stored in password protected folder accessible exclusively to Human Resources staff.
How can you verify, modify or delete your information?
Regulation (EU) 2018/1725 safeguards your right to access your data. It also foresees the right to require the Controller to rectify without delay any inaccurate or incomplete personal data. You also have the right to require the Controller to erase data if the processing is unlawful. For changing contact details or erasing all other data, you need to contact the EMCDDA’s Human Resources Management Sector in writing (recruitment@emcdda.europa.eu). Furthermore, you are free to address the European Data Protection Supervisor at any time.
The right to rectification can only apply to the factual data processed during the concerned selection procedure. The mentioned right can only be exercised up to the closing date for submissions of applications if regarding factual data concerning the eligibility criteria. Other factual data may be rectified at any time.
Furthermore, you have right to have access to your evaluations results from all stages of the selection procedure upon written request to be addressed to the e-mail address indicated above. This right to access is provided only for aggregated results and in no case is extended to the comparative data concerning other applicants (comparative results), neither to the individual opinions of the members of the respective Selection Committee. The objective of such a confidentiality requirement is to ensure that the selection committee is able to maintain its impartiality and independence and it is not under undue influence from the controller, the candidates, or any other factor. Furthermore, any restriction on access rights must not exceed what is absolutely necessary to achieve the above-mentioned objective.
What personal information do we collect and for what purpose?
The categories of personal data dealt with during the selection procedure for appointment of confidential counsellors at the EMCDDA are the following:

· Registration data to identify and contact the applicant: family name, name, date of birth, gender, nationality, telephone, private address and e-mail address.
· Data relevant to demonstrate, in the framework of the selection procedure, that the applicant fulfils the profile advertised in the vacancy notice (CV and application form). Furthermore, the applicant may indicate any individual situation (special data) regarding eligibility criteria and any other information they would like to provide to support their application. In the case of spontaneous communication of sensitive data it is considered that the applicant has given express consent.
· Information to applicants to let them know how the procedure is progressing.

It is compulsory for applicants to answer all questions contained in the curriculum vitae, in the motivation letter, and in the solemn declaration of absence of incompatibilities, otherwise, their application will not be considered.

The legal basis for processing data are Articles 1 and 31 (1) of the EU Charter of Fundamental Rights, Article 5 (a) of Regulation (EU) 2018/1725, Article 12a of the Staff Regulations of Officials of the European Union, Article 11 of the Conditions of Employment of other servants of the European Union (CEOS), as laid down by Council Regulation (EEC, EURATOM, ECSC) No 259/68, and the Decision of the Management Board of the European Monitoring Centre for Drugs and Drug Addiction (EMCDDA) on the adoption of the EMCDDA’s policy on building and sustaining a working culture based on dignity and respect as approved by on 16 May 2012.
The data processed is used possibly for the drawing up of a list with the aim to appoint confidential counsellors. In order to do so, data will be process to:

· Examine the conformity of the applications with the eligibility and incompatibility criteria in order to select and prepare a consolidated list of eligible applicants for being appointed as confidential counsellors.
· Be able to convoke the listed candidates for interview to assess them against the selection criteria.
· Appoint the most suitable applicants to the role of confidential counsellors.

Applicants considered suitable are to follow a compulsory training. The outcome of the training will orient the final decision of the appointing authority to appoint or not a given applicant. The information/assessment made by the trainer will be made available to the applicant concerned.

How long do we keep your data?
Electronic and, if applicable, printed data will be stored in the EMCDDA’s files as follows:

· Data regarding appointed applicants non-appointed applicants will be kept for the period of time during which it is possible to challenge the decision taken by the appointing authority.

· Data of non-appointed applicants but successfully placed in the list of staff suitable for appointment will be kept for a maximum of five years.

After the above-mentioned periods, no data will be kept for statistical reasons.
Recourse

You have the right to recourse via the European Data Protection Supervisor (edps@edps.europa.eu) if you consider that your rights under Regulation (EU) 2018/1725  have been infringed as a result of the processing of your personal data by the EMCDDA.

You may also contact the EMCDDA's DPO in case of any difficulties or for any questions relating to the processing of your personal data at the following e-mail address: dpo@emcdda.europa.eu
� Article 3(8) of Regulation (EU) 2018/1725 defines the controller as follows: ‘[…] controller means the Union institution or body or the directorate-general or any other organisational entity which, alone or jointly with others determines the purpose and means of the processing of personal data […]’.





