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Privacy Statement on personal data protection for the EMCDDA’s administrative enquiries and disciplinary procedures
Any data collected or information provided by staff members in the framework of the EMCDDA’s internal investigations in relation to the prevention of fraud, corruption and illegal activity detrimental to the European Union interests (Administrative enquiries and disciplinary procedures) will be processed in accordance with ‘Regulation (EU) 2018/1725’ 
This Regulation concerns the protection of natural persons with regard to the processing of personal data provided to the European Union institutions, bodies, offices and agencies and on the free movement of such data. In compliance with Articles 15 and 16 of the Regulation, the EMCDDA provides all applicants with the following information:
The Controller[footnoteRef:1] of the data is the Head of the Administration. In order to contact the controller please do it in writing to the following e-mail address: EMCDDA-HR@emcdda.europa.eu. [1:  Article 3(8) of Regulation (EU) 2018/1725 defines the controller as follows: ‘[…] controller means the Union institution or body or the directorate-general or any other organisational entity which, alone or jointly with others determines the purpose and means of the processing of personal data […]’.] 

The purpose of the processing is exclusively, within the scope of the establishment of an administrative inquiry/disciplinary procedure file allowing the EMCDDA appointing authority, to determine if a staff member failed to fulfil his/her statutory obligations and, if deemed necessary, to impose a disciplinary action pursuant to the Staff Regulations and its implementing rules.
Who has access to your information and to whom is it disclosed?
Information is accessible to all parties concerned in a disciplinary procedure or administrative enquiry. The full file of the enquiry is submitted to the Director (Appointing and Disciplinary Authority). If a disciplinary procedure takes place the complete file is presented to the members of the Disciplinary Board. All parties concerned have access to the information regarding a case (i.e. the official/s, temporary agent/s and contract staff concerned, the persons in charge of conducting the inquiry, etc.). Witnesses shall have access to their own statements. Furthermore, HR designated staff dealing with the case to administratively facilitate the handling of the case and, should the Director so decide, the EMCDDA Security Services and the staff of the EMCDDA legal service. Last but not least, any of the supervisory instances of the EMCDDA, namely the ones in charge of external audit. 
The final decision only is sent to the HR for inclusion in the personnel file of the staff member concerned. Should the final decision imply a disciplinary measure that has impact on the agents’ salary, the decision is communicates to the PMO. Transfer of data to third parties will only take place if it is necessary for the legitimate execution of the third parties’ mission/duty towards the resolution of the concrete case. It may happen that data are transferred to the competent national authorities such as a national Court where there is an infringement of national law. In such instances, Article 8  of the !!!!Cannot find this article in !!!!! the Regulation (EU) 2018/1725 is applicable. All recipients of the data are reminded of their obligation not to use the data received for any further/other purpose than the one for which they were transmitted.
How do we protect and safeguard your information?
The data collected (electronic data) in the framework of the management of the personal data for administrative enquiries and disciplinary procedures will be stored electronically in a separate folder within the Human Resources Management sector drive (only HR staff have access to this drive). Where EMCDDA processes require printing of electronic data, print-outs are safely stored in the Human Resources Management sector’s offices in locked cabinets.
How can you verify, modify or delete your information?
Regulation (EU) 2018/1725safeguards your right to access your data at any time and to rectify any inaccurate or incomplete personal data. You also have the right to require the Controller to erase data if the processing is unlawful. The Controller shall deal with your request for rectification of data within one month from the introduction of the request. As far as requests for blocking and erasure, the Controller disposes of three calendar months to give follow up to the request from the moment of its reception. Furthermore, you are free to address the European Data Protection Supervisor at any time.
What personal information do we collect?
Data subjects are potentially all EMCDDA staff, i.e. officials, temporary agents, contractual agents, working or having worked at the Agency.
Legal basis for the processing of data
The processing of data falls within Article 72 of Regulation (EU) 2018/1725, which provides that ‘processing is necessary for the performance of a task carried out within the scope of Chapter 4 or Chapter 5 of Title V of Part Three TFEU and that it is based on Union law (...) or in the legitimate exercise of official authority vested in the Community institution’. Furthermore, provision is made in the preamble (recital 22 of the Regulation), that this processing ‘includes the processing of personal data necessary for the management and functioning of those institutions and bodies’. 
The legal base for the processing is Article 86 of the Staff Regulations of officials of the European Communities (Staff Regulations); Articles 49 and 119 of the Conditions of employment of other servants (CEOS); Disciplinary rules, procedures and measures, and rules and procedures for administrative investigations as laid down in Annex IX of the Staff Regulations.
Transfer of data to third parties
In the case of transfer of your data to third parties, the latter are called their attention to the respect of the principle that data must be processed in strict confidentiality and exclusively for the purpose for which it was submitted.
How long do we keep your data?
The files with the administrative inquiries and disciplinary procedures can be preserved by the EMCDDA for a maximum period of 5 years from to the closing date of the inquiry or from the date of the disciplinary decision. With regard to retaining the disciplinary decision in the personnel file, Art. 27 of Annex IX of the Staff Regulations stipulate the deadlines for a staff member’s request to withdraw any mention of the disciplinary sanction. However, the decisional capacity belongs to the Appointing Authority. The staff member concerned will be informed, but must be made aware that even when it was decided to withdraw a disciplinary sanction from his/her personnel file following Art. 27 of Annex IX of the Staff Regulations, the file would still be kept by the EMCDDA for a maximum period of 5 years from the closing date of the disciplinary decision. Disciplinary files kept by the EMCDDA can only be consulted by the staff member concerned or the disciplinary authority.
Anonymous data on total number of cases dealt with per year will be kept for statistical purposes, in line with Article 4(1)(b) of Regulation (EU) 2018/1725.
You have the right to recourse via the European Data Protection Supervisor (edps@edps.europa.eu) if you consider that your rights under Regulation (EU) 2018/1725 have been infringed as a result of the processing of your personal data by the EMCDDA.
[bookmark: _GoBack]You may also contact the EMCDDA's DPO in case of any difficulties or for any questions relating to the processing of your personal data at the following e-mail address: dpo@emcdda.europa.eu
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